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CHAPTER 2

INTRODUCTION

The Silica SerizIl with A70CM add-on board is designed to evaluate NXP A7001 ADPU secure module. The firmware
will perform a sample demo application between LPC4350 cpu, A70CM Host API library and SCI2C library. It
show the use of main basic A70CM API functions for AES encryption/decription (using CBC mode) and a sample
of authenticatio process between Server and Client. In addition, a Man-In-The-Middle simulator is implemented to
change data and check security results. The firmware can be compiled in many different functionallity by setting
appropriate macros define:

Mode Main features
Stand Use only 1 SerizII board with A70CM add-on. Messages are exchanged between the two A70CM
Alone onboard using RTOS queue. Man-In-The-Middle simulator

LAN Use on SerizII Babylon client board. The messages are exchanged to Server using UDP queue
Client
LAN Use on SerizIl Babylon server board. The messages are exchanged to Client using UDP queue.

Server Man-In-The-Middle simulator

See at “Firmware Specification” paragraph for how to configure macros

Developement tools

Firmware was developed using: LPCXpresso 6-1-2 free version. For installation and configuration of the project,
follow instruction inside Quick start guide

Document references

The A70CM reference documentation is available only under NDA agreement. Contact Silica for more informations
about.

Contents:
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Quick start guide
This guide will provide instructions to install the development environment and all the libraries needed to compile and
debug the demo firmware SerizIl A70CM The main steps are:

* Install and register LPCXpresso IDE

¢ Install LPCopen

¢ Install EmWin

¢ Install firmware and configure LPCXpresso IDE

Load and install LPCXpresso

Download LPCXpresso 6.1.2 ( or later ) https://s3.amazonaws.com/LPCXpresso6/LPCXpresso_6.1.2_177.exe
¢ Install and register the software (this will enable to work up to 256KB code size);
* The tools will install under the C:\NXP subdirectory

During installation tool will ask for debug driver install:

F

Setup - LPCXpresso ==

Debug driver selection
Please select which drivers to install.

UPCXFRESSC

Windows may issue warnings when installing these drivers.
If prompted, please allow the drivers to install.
Drivers are located in the "Drivers” directory of the installation

L | [¥] MXP Debug drivers

httpe £, nxp. com Apcxpresso e ][ Next = ] [ R

. — —

And then, Windows Security will ask about reliability of software driver:
* CDM driver package (tree times)
¢ Generic NXP driver (one times)

Click on “Install” to confirm

6 Chapter 2. INTRODUCTION


https://s3.amazonaws.com/LPCXpresso6/LPCXpresso_6.1.2_177.exe

Serizll_A70CM Documentation, Release 0

r

= ™
. Setup - LPCXpresso lm|”|i'h]
Information
Please read the following impartant information before continuing. V & "
LPC;H-I- SE
When you are ready to continue with Setup, dick Mext.
:_P'C:‘{pressn B -

m

== Known Issues == ‘

* This release does not support debugging of LPC 12xx devices with LPC-Link2.
This support will be added in a future release.

* Qccasional “Invalid transfer™ or "Flash verify failure™ errors are reported when
debugaing with LPC-Link2. Usually disconnecting and reconnecting LPC-Link2 will
dear these errors. This problem is under active investigation and an update wil be
posted as soon as it is available,

* On Window 8 and 8.1, if both an LPC-ink1 and @ debug probe that uses the
"Redlink” driver are connected (such as LPCLink2 or CMSIS-DAP probe such as
LPC300-MAX), then booting of either probe will faill and appear to hang. To
workaround this issue, connect only one debug probe.

-

v6.1.2_177

hitpe ffwww . nxp. compcxpresso

=

When all driver installation ends, click next

-

&4 Setup - LPC){PrES_ [_:,,,,|,_|:,|‘.e_]"'

Completing the LPCXpresso Setup
Wizard

Setup has finished installing LPCXpresso on your computer,
The application may be launched by selecting the installed

PR ESSO icons.

Click Finish to exit Setup.

Launch LPCXpresso vé. 1
|:| Display LPCXpresso va. 1 Documentation
[] LPCHpresso User Guide (FOF)

YW
A

http: /oo, nxp. comdpcxpresso e ][ Finish ]

=

i 5

Select checkbox as figure above, then click finish.

2.2. Document references
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When LPCXpresso will open, follow free license registration instructions to work up to 256KB code size (see figure
below)

@ Welcome I3 = 0
Q§° files///Cnxp/LPCpresse_6.1.2 177/ pcxpresso/pages/unregisteredFreeEdition.htm | B

x . PRESSO

Please note: Your product is not activated.

A product that has not been activated may only be used for Evaluation purposes.
Register and activate your product to remove this restriction.

m

Activating LPCXpresso (Free Edition)
Note: You will need to have created an account and logged on to the LPCware website to be able to obtain an activation L
code.

To activate your product from LPCXpresso:

1. Help-=Activate LPCXpresso (Free Edition)->Create Serial number and register...
# Your product's serial number will be displayed.
# WWrite down the serial number or copy it into the clipboard.
2. Press OK, and a web browser will be opened on the Activations page.
# If you are already logged in to the website, the =erial number will be completed for you.
# [If you are not logged in, you will need to login, navigate to the My Registrations page, and enter the preduct's serial
number.
3. Complete the rest of the form and press the button to request the activation code.
# Your activation code will be emailed to the address supplied when registering on the site.
4. Help-=Activate LPCXpresso (Free Edition)->Enter Activation code...
5. Enter your activation code and Press OK.
# This activates your product. The license type will be displayed and you will be able to usze all the features of

LPCXpresso.

After activation success, click OK to restart LPCXpresso.

L l

L4 Enter Activation code..

@ LPCXpresso must be restarted. Restart Now?

Yes I ’ Mo

i T mm——

The “welcome” screen will appear, LPCXpresso succesfully installed

Chapter 2. INTRODUCTION
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File Edit Mavigate Search Project Run

Window Help

] Mew project...
jap Build all projects []

lﬂh Import project(s) from XML Description

(2 Quick Settings ~

M Furnrt nraiacts fa archive frind

Fine

e [l MOy S8 DD E- SR 22D m i@ - 0G| ei® -
BE@mE 8 - | Quick Access ] & | [K Develop )
[ Project Expl... 52 Peripherals+ il Registers = O @ Welcome 23 = =

B iz o file///C/nup/LP CXpresso_6.1.2 177/|pcxpresso/ pages/registeredFreeEdition.htm - .
-
x PRESSO
LPCXpresso (Free Edition) is fully activated
Welcome to LPCXpresso (Free Edition). The software is now fully activated, and can be used for preduction. LPCXpresso
{Free Edition) can be used to generate and download applications containing up to 256KB of code to an LPC target
Product Documentation
Full preduct documentation is provided within your tools suite installation via the Help menu: E
# Help->Help Contents
LPCXpresso User Guide
The LPCXpresso User Guide provides instructions for using LPCXpresso. This is also available from the Help menu:
# Help->LPCXpresso User Guide
8% Ou. & Ex. =i LPCXpresso Resources
Check the LPCXpresso Support page for new LPCXpresso software releases, more example projects, and announcements
i1 Start here e - % Visit LPCXpresso Support.
# Import project(s) LPCXpresso Forum |

Q Build " [] E # To view the forum, and to register so that you can post, visit LPCXpresso Forum.

& Clean"[] L e —— =
$ Debug " [] El Conscle 32 Probl.. [@ Memory (B) Profiles & Data.. L) IntSt.. g IntTr. By, Hos = = 8
&5 Edit " project settings = B

The LPCXpresso Forum community is exclusively built for LPCXpresso users and is an invaluable resource for getting help
and advice on use of the LPCXpresso tools and boards.
So, get connected and join the LPCXpresso community!

Mo consoles to display at this time,

Load and install LPCOpen

Download lpcOpen http://www.lpcware.com/system/files/LPCOpen_platform_v0.51.zip

Extract the the zip content and put under the C:\NXP subdirectory. See figure below.

2.2. Document references 9
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Extract To
f:(:—) * P |l « LPCOpen_platform_w.51.zip » LPCOpen_platform_v(.51 v &
2 Mame E Type
| applications File folder
J software File folder
I+ 1) Documentation
= 1) Freescale
[ [ J8 Intel
[+ | J Jennic
M50Cache
I . npp++
> 4 erpiio
@pen_plaﬁurm_@
4 . apphcations
B lpel 8o 430
4 | software
> CMSIS
> W emWin

[} freertos

W lpc_core
> | LPCUSEBLib
0 lwip

| swim

Load and install EmWin

Download emWIn (not included for License issues) http://www.Ipcware.com/system/files/NXP_emWin516_libraries_
0.zip

* Unzip the download compressed folder

10 Chapter 2. INTRODUCTION
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Share View
Babylon | articoli
HyperTerminal
_static

Tommy

| immagini

Extract To

© - ¢ |
J Archivio REV
; BACKUP
) Carla Parigi
| CI_CF
, Comunita DS
| desk
| Doc
, DVL

| Settembre 2014 | -

| Budget anno

. emWin_download

Liﬂ NXP_emWin316_libraries_0.zip
, File_Scaricati

| Key_Freescale_2014_01_29
J LiveMail

J Mail bkup

J old_cw

; OS5 image

| varie

; WinXpp

I o AB_KEY (E:)

1 item selected 28,7 MB

AT A A A A

2 itemns

e Run the

Compressed Folder Tools

Extract

iDD

a0

Extract
all

b Computer » Local Disk (D) » emWin_download »

)
MName

15 NXP_emWin516_libraries.exe
._iu MNXP_emWin316_libraries_O.zip

resulting file NXP_emWin516_librariers.exe,

v G

Search emWin_download yel

Date modified Type

26-07-2012 Thu 03...
23-07-2014 Wed 1...

Application
Compressed (zipp...

which will self extract a file named

‘NXP_emWin516_libraries.zip ¢ (located by default in C:\NXP\emWin\)

* Extract the content of NXP_emWin516_libraries.zip, which is the folder NXP_emWin516_libraries.

(sse figure above)

2.2. Document references
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Copy

®

4 25, Local Disk (C)

[
[
[
[
[

[

F ]

Home Share Wiew

] &
(] Copy path

Paste
E Paste shortcut

Clipboard

i Move to ?( Delete ~ Ev

£l Copy to

-

folder

Organize MNew

= 4 |l « Local Disk (C) » nxp » emWin » W

Ju ATOCN
.. Documentation
| Freescale
. Intel
. Jennic
M50 Cache
L npp++
L np

L)

B emWin

[

> | J LPCOpen_platform_w0.51
[y LPCXpresso_4.3.0_1023
> | J LPCXpresso_6.1.2_177
. PEMicro

4 PerfLogs

2 items

Mame

L MXP_emWin316_libraries
|_i|j MNAP_emWin316_librarnies.zip

={1 Rename Mew Properties

~ @
D i Open BH select an
[ Edit 55 Select none
r‘:_].j Histaory EE Invert selection
Open Select
(] Search emWin P
Date modified Type

23-07-2014 Wed 1...  File folder
26-07-2012 Thu 03... Compressed (zipp...

* Copy the contents of this folder to C:\NXP\LPCOpen_platform_v0.5 I\software\emWin

12
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File Home  Share  View ~ @
: 4 g =
i A Cut & Move to ] Delete - lu IE Q s Open E Select all
= [ Capy path X —;—jv E Edit o5 Select none
Copy Paste _ opy t = MNew Properties
o Paste shortcut Ll Copy to - folder s lg History 59 Invert selection
Clipboard Organize MNew Open Select
@ - T | [YQC:\nxp\LPCOpen_platform_v0.531\softwarelemWin V| < Search emWin L
MSOCache ~  MName Date medified Type
. Npp++
L. emWin316_Config 23-07-2014 Wed 1...  File folde
] L emWin316_header 23-07-2014 Wed 1...  File folde
1. emWin ; i )
L. emWin316_library 23-07-2014 Wed 1...  File folde
1. LPCOpen_platform_v0.51 y g
il | .cproject 23-07-2014 Wed 1... CPROJEC
1. applications i
[ .project 23-07-2014 Wed 1..  PROJECT
| readme.tat 26-07-2012 Thu 00... Text Doc
L CMSIS :
.w | readme_or.txt 23-07-2014 Wed 1...  Text Doc
1. emWin316_Config
L emWin316_header
L emWin316_library
. freertos
L lpec_core
1. LPCUSBLib v < >
7 itermns == =l

(it is important to follow the exact directory path, inside the project some files have relative reference to files included
into the LPCOpen_platform_v0.51, any path change requires changes in this references)

Run the Babylon A70CM demo
Open LPCXpresso6, create a workspace SerizlIl_A70CM_LPC in the directory
C:\nxp\LPCOpen_platform_v0.5\applications\Ipc18xx_43xx\examples\

(it is important to follow the exact directory path, inside the project some files have relative reference to files included
into the LPCOpen_platform_v0.51, any path change requires changes in this references)

2.2. Document references 13
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r

"1 Workspace Launcher

Select a workspace

LPC¥presso stores your projects in a folder called a workspace.
Choose a workspace folder to use for this session.

Fa¥

Workspacl: Jen_platfurm_uﬂ.Sl‘aapplicatiuns\lpdﬁn_ﬂn\examples\Serizﬂ_ﬁ.C?ﬂM_LPd -

Browse...

[ Use this as the default and do not ask again

Ok

Import the babylon_1_0.zip into the workspace

File Edit Mavigate Search Project Run Window Help

& Edit " project settings Nao conseles to display at this time,

P FAR = IR RN e R - T Fb) a T
[ Project ... 51 Periphe.. i Registd | Import project(s)
Select the examples archive file te import. I
-
Projects are contained within archives (.zip) or are unpacked within a directory, Select your
| project archive or root directory and press <Mext>, On the next page, select those projects you
N wish to import, and press <Finish>,
Project archive (zip)
Archivel C":\Users\famiIy\Desk‘top\babylon\babylon_l_ﬂ.z-\p. I<: Browse.
Project directory (unpacked)
I 1( |
Reoot directory | | | Browse...
Browse for more examples
Press "Browse for more examples.." to view the latest examples and downlead to your local drive.
= 2 Browse for more examples...
Then use press "Browse..." (above) to import inte your workspace,
' W Q. B ®-V. %B. g=0. 678
® Import project(s)
@ MNew project...
\mp Build all projects []
&, Build " [] @ Next > Finish
& Clean"[]
I ¥ Debug " []

Ei Irmport project(s) frem XML Description

(8 Quick Settings  ~

| Serizll ACTOM LPC

Import project C:\NXP\LPCOpen_platform_v0.51\software\emWin

14
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Import project(s)

Select the examples archive file to import.

Projects are contained within archives (.zip) or are unpacked within a directory. Select your
project archive or root directory and press <Mext>. On the next page, select those projects you
wish to import, and press <Finish>,

Project archive (zip)

Archive

Project directory (unpacked)
|

Root diredol{rﬁ\m(p\LPCDpen_pIatForm_vﬁ.51\software\emWin—| < | | | Eruwse...|
B |

Browse for more examples

Press "Browse for more examples..." to view the latest examples and download to your local drive.

Then use press "Browse..." (above) to import into your workspace. e L |

The project is loaded into the workspace

[ Project Explorer E:E] S0 = = BEEE

B oles emWin | L
[ f_“,._T_.;c lib_lpc_board

b 4= LPCUSBlib

[ E,;c lwip_tcpecho_freertos

2.2. Document references 15
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Configuring emWin

select the “LPC43xx” configuration as active

File Edit Mavigate Slch Project  Run  Window Help

i 1 ' PREL LA @O AreiN - e =
'@ & - Go Into Quick Access 5‘ i< | !x D¢
= i Open in New Window i =
[ Project Welcome i3
Copy Ehizs ; P filey///Ci/nxp/LPCXpresso_6.1.2 177/|pcxpresso// pages/registeredFreeEdition.htm v [
b |_r_"CZ erl Paste Ctrl+V
b 55 lif 3¢ Delete Delete
=L
b = LR Source »
b S PRESSO
Move...
Rename.. F2
fay Import.. LPCXpresso (Free Edition) is fully activated
K‘i Export... ‘Welcome to LPCXpresso (Free Edition). The software is now fully activated, and can be used for production. LPCXpre
(Free Edition) can be used to generate and download applications containing up to 256KB of code to an LPC target.
G Broiect Product Documentation
Clean Project s : e o el
= Full product documentation is provided within your tocls suite installation via the Help menu:
£ Refresh F5 = Help->Help Contents

Close Project | PCXpresso User Guide
Close Unrelated Projects

The LPCXpresso User Guide provides instructions for using LPCXpresso. This is also available from the Help menu:

O Q.
Build Configurations v | € Set Active > 1 LPC18x (emWin for the LPC18x)
Make Targets 3 Manage... 2 LPC4 300 (emWin for LPC4 3 Cortex-@
EAISt pndex 3 s 3 LPC430_m0 (emWin for LPCA3soc Cortex-MO core)  anct snnouncen
£ Impo T
4 Convert To... Clean All

Configuring lib_lpc_board

select the “Silica_SerizII” configuration as active

T e

File Edit MNavigate Search Project Run  Window Help
BN New 2 . O R g R R e s - |
=N Go Into Quick Access :| =4 | A Develop
Open in New Window '
[ Project i |@ Welcome 3 = 0O
Copy Ctrl+C o " =
i file///C/xp/LPCKpresso_6.1.2_177/Ipcxpresso/pages/registeredFreebdition.htm - b .
b g em Paste Ctrl+V
3 |'r1'ZC lib] 3 Delete Delete [l
-
b LP Source 3
b S Iwi PRESSO
Move...
Rename... F2
e 2 . e
oy Import.. LPCXpresso (Free Edition) is fully activated
wd Export... ‘Welcome to LPCXpresso (Free Edition). The software is now fully activated, and can be used for production. LPCXpresso
{Free Edition) can be used to generate and download applications containing up to 256KB of code to an LPC target. = 1]
AmE s Product Documentation |
Clean Project 538 i o b LA
N Full product documentation is provided within your tools suite installafion via the Help menu:
& Refresh F5 % Help->Help Contents
Close Project LPCXpresso User Guide
wa 5 Close Unrelated Projects The LPCXpresso User Guide provides instructions for using LPCXpresso. This is also available from the Help menu:
C 3 (IR Silica_Serizll I
Make Targets 3 Manage... 2 hitex_eva_1850
A | Start e » 2 hitex eva 4350 releases, more example projects, and announcements. '
Build All -
2 Impol
Convert To... Clean All IR BRI
Mew
Eﬁ B Manage DSF Host Strings Build Selected... ST
a4 Build e o T - o rem 6 keil_mcb_4357 =0 users and is an invaluable resource for getiing help i
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Configuring LPCUSBIib

select the “Silica_SerizII” configuration as active

—--;-Eh!

File Edit Mavigate Search Project Run  Window Help

BCTRCNE| New
‘ = 4 GoInto
Open in New Window
[ Project Ex. i
2 Copy
> ﬁ emWi Paste

b 5= liblpd 3 Delete

L E& Source
b 2= Iwip_t]
Move...

Rename...

Import...
Export...

C. &

Build Project
Clean Project
&' Refresh
Close Project
Close Unrelated Projects

VaQ. ©

Build Configurations

V4 Start he

Index
® Importp
Convert To...
@ Mew proj
5 % Manage DSF Host Strings
iﬂ_j Build all Ronhe
@, Build LP Debug As

{ Clean 'LF Profile As

Ctrl+C
Ctrl+V
Delete

F2

F5

Configuring lwip_tcpecho_freertos

select as active the “Silica_SerizII_spifi”

BELim® - @H-O-Q-|GiN - - SRS~
Quick Access .| ﬁ|m

Welcome 2 = E
Q§° files///Cfrxp/LP CXpresso_6.1.2_177/lpcxpresso/pages/registeredFreebdition.htm - = .

: x . PRESSO

| PCXpresso (Free Edition) is fully activated

Welcome to LPCXpresso (Free Edition). The software is now fully activated, and can be used for production. LPCXpresso
(Free Edition) can be used to generate and download applications containing up to 256KB of code to an LPC target.

Product Documentation

Full product documentation is provided within your tools suite installation via the Help menu:
# Help->Help Contents

| PCXpresso User Guide

The LPCXpresso User Guide provides instructions for using LPCXpresso. This is also available from the Help menu:

< Set Active > 3 1 LPC18x¢ Device

Manage... 2 LPC18m¢ Host

—— 3 LPC18x¢ HostDevice Eleases, more example projects, and announcements.
Clean All 4 LPC43x¢_Device

Build Selected... 5 LPC43w¢_Device_m0

T oo 6 LPC430 Host o users and is an invaluable resource for getfing help

and advice nn use of the |

7 LPC43x¢ HostDevice W o

V| 8 Silica_Serizll

Cons... i Probl.. [

IntS. WaIntT.. % Host.. @ Instr.. = E

2.2. Document references
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™ Develop - Wel s T —— — . o
File Edit Mavigate Search Project Run  Window Help
i New P EEEuA @0 | @iN R
BO B B Go Into QuickAccess R i<t
y Open in New Window
[ Project Bx... 57 come 57
GE Copy Ciig & filey///Ci/ nxp/LPCXpresso_6.1.2_177/|pcxpresso/pages/registeredFreeEdition.htm
b S emWin Paste Ctrl+V
[+ 15 lib_lpc_bo| 3 Delete Delete
I &5 LPCUSBlib i » . %
= lwip_t C
B wip_tcpe e PRESSO
Rename... F2
pu Impott.. CXpresso (Free Edition) is fully activated
Iizﬂ Export... ‘Welcome to LPCXpresso (Free Edition). The software is now fully activated, and can be used for production. LPCX
(Free Edition) can be used to generate and download applications containing up to 256KB of code to an LPC targel
Build Project 4
uct Documentation
Clean Project . : e T it et
Full product documentation is provided within your tools suite installation via the Help menu:
£ Refresh F5 # Help->Help Contents
Close Project M presso User Guide
wa 2 00 Close Unrelated Projects The LPCXpresso User Guide provides instructions for using LPCXpresso. This is also available from the Help mei
1y Q... )=
Build Configurations 3 [+ Eet Active > 4 1 Silica_Serizll
Make Targets 3 Manage... 2 Silica_Serizll_spifi
* Start here Eschesc 5 s == oY leases, more example projects, and announ
z Build All
® Import proje
Convert To... Clean All
&f New praoject., ) .
Manage DSF Host Strings Build Selected...
\me Build all proje e . TTreTrTEp rovoTT ity is exclusively built for LPCXpresso users and is an invaluable resource for gett
Important:

BEFORE COMPILING BABYLON PROJECT, YOU MUST DOWNLOAD A70CM NXP EXAMPLE
LIBRARY AND APPLY PATCHES

CLOSE LPCXpresso IDE AND FOLLOW Patching NXP A70CM libraries BEFORE PROCEED

Compile and load firmware

Select the Iwip_tcpecho_freertos project, select “debug”.

The compiler will warn there are no bin files, simple press OK, until the window “Select debug configuration for
Iwip_tcpecho_freertos” is shown.

18 Chapter 2. INTRODUCTION
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Run

®,

File Edit Mavigate Search Project

ﬁvJ..'l."l.n “|®V%v@

O 0

Window Help

BRI AnllEeER A B @0

LIEVEIOD - WEICOmME page - LPLADresso

it Regi... | & Sym...| [ |

BE -

5 Proj... 22 l% Peri...

» % emWin
b 5 lib_lpe_board
[ Bl

w_i=? lwip_tcpecho_freertos

%5 Debug 52 I

Wele

Select a Launch configuration

2 launch configurations found. Select one to continue

ditio

Name

=:::=i- Iwip_tcpecho_freertos Silica_Serizll_spifi

[] Iwip_tcpecho_freertos Silica_Serizll

Launch Type
C/C++ [NXP Se
C/C++ (NXP Se

Image to Debug

Silica_Serizl_spifi\lwip_t...
Silica_Serizll\lwip_tcpec...

are i

< ad a
% @ 0K | | Cancel e
W Q.. 5 |®-V..|% Br.|Bz 0. [&fE. | o
Further product documentation is provided within the LF
# Help-~Help Contents
f.“ Start here -4 Resources

® Import project(s)

ﬁ Mew project...

lorg Build all projects [Silica_Serizll_spifi]

-Q Build 'lwip_tcpecho_freertos' [Silica_Serizll_spifi]

& Clean 'lwi - [Silica _Serizll_spifi]

Debug 'lwip_tcpecho_freertos' [Silica_Serizll_spifi]

B Edit 'lwip_tcpecho_freertos' project settings

8% Import project(s) from XML Description

Setting OK, the compilation will start (take few minutes to compile).

The LPCware Forum community is exclusively bu
invaluable resource for getting help and advice ol
and join the LPCware community!

# To view the forum, and to register so that you

Check the following pages on LPCware.com for n
announcements.

# LPCXpresso examples.
# LPCOpen source and examples.

# LPCXpresso support.

# I DY rnrasen dawnlnade

2.2. Document references

19



Serizll_ A70CM Documentation, Release 0

B Console i3 I'_ Problems ﬂ Memory ‘ﬁ Instruction Trace
CDT Build Console [lwip_tcpecho_freertos]

Invoking: MCU Linker

arm-none-eabi-gcc -nostdlib -L"C:\nxp\LPCOpen_platform_wve.51\applications
Finished building target: lwip_tcpecho_freertos.axf

fusr/bin/make --no-print-directory post-build

Performing post-build steps

arm-none-eabi-size "lwip tcpecho_freertos.axf™; # arm-none-eabi-objcopy -
text data bss dec hex filename

112848 5976 2290868 2488884 24clb4 lwip tcpecho_freertos.axf

15:58:11 Build Finished (took 27s.208ms)

End of compilation, select the JTAG port to use

JTAG Configuration

2 available JTAG Devices detected.
Target 'Cortex-M4 (Coresight DP)' has been selected.

De:rice Mame TAP I IR Len Details Scanchain
0 Cortex-M4 (Coresight ... Oxdball477 4 APID:24770011 --=TDO
] 1 Cortex-M0 Oe0ba01477 4 APID:Unknown =--TDI

£ >

®

The executable is downloaded into flash

El console 32 Problems Progress Memory (B) Frofile+ & Data Watc nt Stafist ﬂ nt Trace+ Host Strin Search = [

BBl 2B -3
Iwip_tcpecho_freertos Debug messages
Debug protocol: 5SWD. RTCK: Disabled. Vector catch: Disabled.
Loaded LPC1850R 4350R SPIFI.cfx: LPC18/43 BMB (64KB) SPIFI @0x14000000 (Oct 10 2013 14:07:01) External Flash
Connected: was_reset=false. was_stopped=false
v LPCXpresso Free License - Download limit is 256K
Writing 143884 bytes to 14000000 in Flash (assumed clock: unknown)
Erased/Wrote page 0-0 with 65536 bytes in 5536msec
Erased/Wrote page 1-1 with 65536 bytes in 5493msec
Eraszed/Wrote page 2-2 with 12812 bytes in 13l4msec
€<

>

Switch off SerizIl, unconnect the emulator; Mount on the SerizII A70CM (Babylon board) add-on board, then follow
Getting started Babylon A70CM to start evaluation
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Patching NXP A70CM libraries

This chapter will show how to import and patch original NXP library for Babylon project

Babylon project comes with folders a70cm and board_dep containig only patch files required for patching original
NXP libraries. (see image below)

File Edit Mavigate Search Project Run  Window Help
=a

i | B~ R[N ES D

(5 Project Explorer % | ', Peripherals+ i1 Registers [
s =% emWin
s Lﬁ lib_lpc_board
s = LPCUSEBlib
4 |L:C,- lwip_tcpecho_freertos

» q:f Binaries
> [ajl Includes
a ;= Babylon ;
4 (= ATOCM =~
= aT0cm.diff
patch_a7lcrn.bat
patch.exe

|=| patch.exe.manifest
4 [ board_dep ]

&l buard_dep.diff

patch_board_dep.bat

patch.exe

|=| patch.exe.manifest
4 [= patch

patch_a70.bat

TR . ——e f
H .L-I En L T = ) LSRR ¥ =L WL

> @ ACTD enc_dech
» E babylon.c
s [hl babvlon.h

Import library

Before compile Babylon application firmware, you must download NXP A70cm example library. To do this, make a
registration at link https://www.docstore.nxp.com When you receive authorization from NXP, you can download the

A70cm example library as figure below
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SECURE CONNECTIONS
m FOR A SMARTER WORLD | DOCStOFe p Logout p 1

ﬁ v Product Hierarchy Vv My Requests v My Profile ﬁ 0 l =% I

Home » Praduct Hierarchy

ATOCM Solution

™ Hide Content Classes with pubiic only Access Rights

‘ Available objects | Description

The object titles you see here are the result of the product categeries you have requested to be able to get information about and the security
level of the objects in each class you have been granted access to. You can select additional product categories by updating your profile.

| Doc. No. | Title Version Info | Status |

Home Share Wi

ew
¥ cut |rl x @ ]] FER [#] open = HH select al
[ Copy path 5 i EEdit oo Select none
Copy Paste _ Move Copy Delete Rename New Properties

[2] Paste shortcut tow tow - folder r-ﬁ.)Hist:Jr)r EEInvertselection

Clipboard Organize MNew Open Select

@ = 4 | « desk » Lavori » RSR » Babylon » DocStore NXP v O Search DocStore NXP

~

1‘_\‘, Favorntes Mame Date modified Type Size

B Desktop | || 243525_ATOCM _Toolkit_sw.nxpzip  09/03/2015 11.20 NXPZIP File 214 KB
|8 Downloads :b' [E 243525_AT0CM_Toolkit_sw.zip 09/03/2015 11.20 Compressed (zipp... 214 KB

%3 Dropbox
“El Recent places

= Libraries
@ Documents
Jl Music
[ Pictures
B videos

#&) Homegroup

18 Computer
i, Local Disk (C:)
a Local Disk (D)

G“! MNetwork

2 items 1 item selected 213 KB

unzip the file “243525_A70CM_Toolkit_sw.zip” just renamed; your NXP library folder content should be as figure
below:
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F |_| l I'! > |_| Compressed Folder Tools

Home Share Vi Extract

O, Bl X BT O3 B

[ Edit 55 Select none
Copy Paste Move Copy Delete Rename Propemes
[2] Paste shorteut  po~ o= o f0|der lgh History 52 Invert selection

Clipboard Organize Mew Open Select

@ « 4 |« desk » Lavori » RSR » Babylon » DocStare NXP v ¢ Search DocStore_NXP

~

?} Favorites MName Date modified Type Size

I Desktop |=::-,-.| | 1) 243525_ATOCM_ToolKit.zip 25/06/2013 10.58 Compressed (zipp...
| Downloads || 243525_AT0CM_Toolkit_sw.nxpzip  09/03/2015 11,20 MXPZIP File

%3 Dropbox Liu 243525_AT0CM_Toolkit_sw.zip 09/03/201511.20 Compressed (zipg...
"5l Recent places

[ Libraries
Documents

Jl Music
[ Pictures
B videos
ﬁ Homegroup
18 Computer
i, Local Disk (C:)
—w Local Disk (D:)

G“! Metwork

3 items 1item selected 221 KB

see at file 243525 _A70CM_ToolKit.zip”’; unzip this file into project folder
“<workspace>\Ilwip_tcpecho_freertos\Babylon\patch” located inside your workspace
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PRiEDN-|
Home

X cut

Copy path
Paste
[2] Paste shaortcut

Share View

B X

Move Copy Delete Rename
o~ to~ =

Copy
Clipboard
©®-

i;’ Favaorites

B Desktop
j Downloads

Organize
-
Mame

J at0cm_example
. embedded

o

folder

T 1 « lwip_tcpecho_freertos + Babylon » patch »

Mew item ~
-a Easy access *

W

Date modified

08/03/201511.44
05/03/2015 11.44

J

Properties

v

~ @
EH selectan

og
oo Select none

Elglnvert selection

iﬂ.Open =
[ Edit

rvé.)Hisf::er
Open Select

Search patch 0

Type

File folder
File folder

%3 Dropbox [ [[25] patch_a70.bat

23/02/2015 18,48

Windows Batch File

“Zl Recent places

[ Libraries
Documents
.h Music
[ Pictures
B Videos

ﬁ Homegroup
18 Computer
£, Local Disk (C2)
&a Local Disk (D)

?! MNetwork

3 items

double click on file “patch_a70.bat” (green circled)

and follow screen instructions.

When batch process ends, open LPCXpresso, right click on “lwip_tcpecho_freertos” and select “Refresh” (sse image

below)
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i* Project Explorer eripherals+ w1 Registers
[ Project Expl i Peripheral I Registe

boES emWin
b =% lib_lpc_board
¢ j= LPCUSBlib

alE < =

A'ZC R ——

b Inclu New b
[» [= Baby Go Into
f em
I) g Freef Open in New Window
»
b @ Freef G5  Copy Ctrl+C
b & :SULI: Paste Ctrl+V
[ inks
B g lpchw ¥ Delete Delete
b= LWIP Source b
[ = Silica Move...
b M Sre Rename... F2
[» [ voom
b [ lwip| g Import.
= wip] g  Export...
= lwip
ERT Build Project
= Iwip Clean Project
=l wipl| 27 Refresh F5
= Iw!p_ Close Project
=l win

Now you can see the needed library files patched
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i3 Project Explorer eripherals+ oo Registers
(75 Project Expl 53 Peripherals+ ! Regist

2 == emWin
» Lﬁ lib_lpc_board
> = LPCUSBIib
4 |L:C,- Iwip_tcpecho_freertos|
> q;f Binaries
> ) Includes
a = Babylon
4 = ATOCM
> = allcm
i E? =
> 2= inc
(B scidc
4 [ board_dep
> = hostCrypto
> &= inc
. [ er_startup_lpc17x.c
> [ i2e.c
. [ serial.c
> ET timer.c
4 = patch
all_patch_log.td
s ET ACTD enc_dec.c
S @ ACT0 enc_dec.h
> fﬁ babylon.c

Follow Compile and load firmware to compile and run babylon project

Note: you can find the result of batch process inside file “a70_patch_log.txt*
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£ a70_patch_log.txt - Notepad - &
File Edit Format View Help
bat:hjng a/Ocm ...

patching file ex/ex aes chcc
patching file ex/ex rsac
patching file ex/util c

patching file inc/a70cm_apih
patching file sci2c/scile.c
patching file sci2c/sci2c h
patching file scile/scile_cfzh
a70cm patch end

patching board dep ...

patching file cr_startup lpcl76x.c
patching file i2c.c

patching file inc/a70cm_typesh
patching file inc/i2c h

patching file inc/serial h

patching file inc/timerh

patching file serial ¢

patching file timer.c

board dep patch end

Firmware specification
Firmware overview

The Babylon A70CM demo firmware has been developed using A70CM Host API library and SCI2C library and
performs RSA and AES-CBC encryption/decryption functions

It is designed only for evaluation purposes and to demonstrate how to use A70CM API functions.

End-user applications can use these examples to perform encryption/decryption functions, but it’s mandatory that
customers follow standard specifications to improve security data exchange.

Some of these specification can be found, for example, at NIST National Institute of Standards and Techology,
section Computer Security Resource Center CSRC

Firmware restrictions

The Babylon A70CM demo firmware assumes the following restrictions:

* Authentication Process assumes both Client than Server has same RSA certificate inside. No Certificate exchange is
performed
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* The demo program use default NXP Certificate for Autentication Process

* Authentication process is started from Client and uses a simple AES KeyA-KeyB exchange check.
* The AES session Key is exchanged after authentication success.
* AES key is generated using secure wrapping algoritm RFC3394

* The user’s text messages are sent from Server to Client (max lenght 64 char)

 All messages are 128 bytes fixed-length

* Signed user’s messages uses SHA1 digital signature, stored inside of last 20 bytes of each message (from position
109 to position 128). (more details at paragraph 19.2.3.1 - Secret Key Electronic Signatures on this link )

* To change AES session key, you must restart Authentication Process.
* AES key generation function is ONLY FOR DEBUG. Do not use for end-user application
¢ LAN mode has one board as Server and one board as Client, 3 terminal instance are needed

Main firmware features

By using two PC terminal software connected to Babylon board (see Hardware setup), you can perform:

* Main settings of application parameters

Configure Man-In-The-Middle performance

Launch Athentication Process

Write plain custom messages (maximun 64 character) and send its to client

Check results of sending

Operation mode macros

See at file “task_ac70.h” in project folder “\A70CM\inc” You can find these macros

#define AC70_TASK 0

#if AC70_TASK

#define
#define
#define

#else
#define
#define
#define

#endif

IP_TASK 0
VCOMM_TASK 0
BABYLON_TASK 0

VCOMM_TASK 1
BABYLON_TASK 1
IP_TASK 0

#if IP TASK

#else

#endif

#define
#define

#define
#define

//enable original main_task for A70CM Host Api demo application

//1f Host api demo, no other task can be enabled

//not api demo, select operation mode

//IP task enable/disable

UDP_SERVER 1
UDP_CLIENT !UDP_SERVER

UDP_SERVER 0
UDP_CLIENT 0

Macro AC70_TASK do not set to 1, only for A70CM API demo
Macro IP_TASK can be set 1 for LAN operation.
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By default the firmware comes compiled in Stand-Alone operation mode (IP_TASK = 0).

To switch to LAN mode, you must set [IP_TASK = 1, an then configure Server os Client compilation by setting:

UDP_SERVER 1 = Server application
or
UDP_SERVER 0 = Client application

You can also find these other macros:

#define LCD_TASK 1
#define POLL _TASK 0
#define JEN_TASK 0

LCD_TASK enable/disable GUI interface task
POLL_TASK and JEN_TASK must be set to O

Project structure

The project “lwip_tcpecho_freertos” include the following specifing folders for A70CM application
¢ Babylon — main file folder
— A70CM folder Host API and SCI2C library
— board_dep folder SHA1 HostCrypto source files and other include file
— babylon.c source file Main Application Tasks

— AC70_enc_dec.c source file AC70 host API interface functions
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5 Proje... 32 |2 Perip.. HifRegi.. = O
BE ¥
- =5 emWin R
> 15 lib_lpc_board
. 5= LPCUSBIlib
4 3= lwip_tcpecho_freertos
+ [ Includes
4 j=- Babylon
4 = ATOCM
» = allcm
> = ex
> 22 InC
» = sCidc
4 = board_dep
» 2= hostCrypto
> 2 InC
» ET cr_startup_lpcl76xc
» ET i2e.c
» E serial.c
» E tirner.c
. l_H AC?ﬂ_enc_dec.cl
. [h] ACTD_enc_dec.h
s E babylon.c
. || babylon.h
. E main_task.c
> = emWin316_Config
> = FreeRTOS

¢ vcomm - Virtual Comm Port and Man-In-The-Middle file folder

— VirtualSerial.c source file Main Application Task

Ol e
» = Silica_Serizll_spifi
» fig SIC

4 = voomm
. = Lib
. [ Descriptors.c
. || Descriptors.h
. Ej VirtualSerial.c
- [l VirtualSerial.h
: E Iwip_tcpecho_freertos.c

Brief of firmware performance

The firmware will include a minimal example how to initialize the A70CM and use Host API functions.

It include also the source files of these Host API, the source files of SCI2C library and a layer to interface main
application tasks with API functions.
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In Stand Alone operation mode, there is only one Main Menu that will configure both Server and Client
Also the results of all operation (Settings, Authentication, Message exchange) are shown an same terminal window
As a demo of text messages, they are sent by Server Task to Client Task

oo 3 -
A70CM
Server task
o m

“He3ikio)E£)j”

==

-
A70CM ﬂ J
Client task

Using LAN configuration, Server and Client are on two separate boards. Each board has your own terminal
connection, and show same configuration menu.

In this case, only the needed selections from Server or Client menu gives your own effects. Unneeded parameters will
ignored.

The LAN operation mode is designed for getting closer to real world- Client/Server interaction using 2 boards

For mode detail about LAN mode see Hardware setup LAN mode
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“Hello World” '

Project and tools download

Instructions for tools and firmware installation can be found at Silica ArchiTech page under SerizIl project section.
Registration is needed to access at download section. Click here to go to ArchiTech main page.

Getting started Babylon A70CM

This chapter contain a brief of Stand Alone operation mode of Babylon application. More detail can be found in
More about firmware

Hardware setup

Before use the application firmware, you must connect SerizII with its own Babylon board, as in figure below
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When connected, you have 2 serial ports.

* one VCOMM port (need FTDI drivers) using FDTL.

e one VCOMM port (need a CDC driver - Babylon_1_0.zip file include driver folder named “USB CDC binaries”)
being implemented on the USB of the LPC435X on SerizII Server
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File Action View Help
@ m| <
» @ Batteries

s e; Bluetooth

> M Computer
Disk drives
Display adapters

Hurnan Interface Devices

; IDE ATASATAPI controllers
Imaging devices
Jungo

2 Keyboards

Mice and other pointing devices
i\ Monitors
MNetwork adapters
|l Other devices
T Ports (COM & LPT)
‘? Communications Paort (COMAD)
37 USB Serial Port (COM13)
c.é; Print queues
[ Processors
[l Software devices
%, Sound, video and game controllers
» €7 Storage controllers

-, '

All ports work at 115200,n,8,1 no handshake.

Open 1 terminal instances, connected to the MINI USB (FDTI). This is the Server and Client main menu. This
VCOMM is immediate active as soon as the powered on.

When power up ends, Serizll display will show:

SERIZ Il - ACTOR

LPC4350 ( M4 ) based
- M4 -core 204MHz max
- MO-code 204MHz max
- 26i4kB on-chip SRAM
- Running over SPIFI

Babylon Authentication add-on
Stand-Alone mode (Ver. 1.0.0)
- ACTOM end-to-end encrypted exchange
- Authentication example
- Server to Client plain text sending

- MAN-IN-THE-MIDDLE simulator

The VCOMM connected to the Micro USB is activated only after the Babylon has completed its initialization (this
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will ends when FTDI terminal instance show the Babylon main menu, it takes about 10” after power on). Wait to open
the Micro USB Vcomm port till the SerizII has completed initialization.

File Edit View Call Transfer Help

Creating tasks ....

B IE B B BE N BE N IE N I W IE B W BN BE BN BE NI BN

Babyvlon Server starting
Store and verify applet informations ... wait
Server ——> reset AC70 to configure state

Babylon Server ready

B IE B E B BE N BE N IE B NI WM B BB BE BN BE NI WM

Babylon Client starting
Store and verify applet informations ... wait
Client —> reset ACIB to configure state

Babylon Client ready

Connected 00.00.23 ANSIW 115200 8-N-1 | SCROLL | CAPS | NUM | Capture | Print echo

On the instance connected to MINI USB (FDTI), after the initialization is complete, the babylon A70CM main menu
will be displayed
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File Edit View Call Transfer Help

36 IE B W IE IR NE B I N IE B W IE NI BN B I N IEBE N M BE N BE RIS B BE N IE BN B BE N IE RIS B BE N IE BN W IEIE B I

A7ACH Babylon {release 1.08.8) interactive menu | Stand-Alone mode
Settings: AES length = NO KEY! | Encrypting type = UNSIGMED
Connection Status = NO AUTENTICATE | Verbose mode = normal

1 - Configuration menu

2 — Authentication process
3 - Send Message

M - This menu

{tupe 'm’ to return to main menu)

Connected 00.02.13 ANSIW 1152008-M-1 | SCROLL | CAPS |NuM | Capture | Print echo

By pressing ‘1’ you enter in the configuration sub-menu
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File Edit View Call Transfer Help

D& &5 D8

B W PE B W PE B WD MR BE BB R BE BB W BE BB W BE B W BE MM W BE MM W PE MR BB MW BB MW B MM W B MM WM MM WM MM MM MM MM

AC7OM configuration sub-menu

1 - Set AES Key length = 128 bit

2 — Set AES Key length = 256 bit

3 - Set data-block not signed

&L — Set data-block SHA1 signed

5 - Generate random AES key (NOT WRAPPED-OMLY FOR DEMO!!)
R - Reset to default

V — TOGGLE verbose mode = normal

¥ - This menu

{type "%’ for configure menu, 'm’ for main menu)

Connected 00.00.29 ANSIW 115200 8-N-1 | 5CROLL | CAPS | NuUM | Capture | Print echo

This menu will enable:
* select the AES key lengh ( ‘1’ = 128, ‘2’ =256 bits )
* enable encryption only ( ‘3" ), or encrypted and signed ( ‘4’ )
* toggle verbose mode for more details during data exchange
* reset main configuration parameter to default set

e return to main menu ( ‘m’ go to main menu )

Man-In-The-Middle menu

As soon as you open the instance connected to the “Man-In-The-Middle” (micro USB on Babylon SerizIl), this will
be displayed
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File Edit View Call Transfer Help

W BEPEBE B BEEBEBENE B BE N BE B IEBE B BE N IE BN B IE N MBI NI BB I B W IEWEW

Man-In-The-Middle configuration menu

INTERACTIYE MODE = DISABLE | Change mode = INACTIVE
no string

B - set Transparent

1 - set HOR change

2 - set HEX string SUBST

3 - TOGGLE INTERACTIVE mode

I - return to inactive mode

>>

Connected 00.00.36 ANSIW 115200 8-N-1 | SCROLL | CAPS | NUM | Capture | Print echo

When all the Terminal are activated, you are ready to start evaluation!!

First steps

First of all, you must set key lengh in configuration sub menu.

Type ‘1’ from main menu, then select ‘1’ for 128, ‘2’ for 256 (see image above)
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IFiIe Edit View Call Transfer Help

P B B IE PR BE BE BE M BE B IE B W PEBE I BE N IE P W DE N IEBE N IE PN B DE NI W NEIE B NE B NI WM BE B BE W N BE N MBI BN M

AC70M configuration sub-menu

1 - Set AES Key length = 128 bit
- Set AES Key length = 256 bit
- Set data-block not signed
- Set data-block SHA1 signed
Generate random RAES key (NOT YWRAPPED-ONLY FOR DEMO!!)
- Reset to default
- TOGGLE wverbose mode = normal
- This menu

- ol —or w R g P BB N
|

(tupe "%’ for configure menu, 'm’ for main menu)

(type "%’ for configure menu, 'm’ for main menu)

Connected 00.02.51 ANSIW 115200 8-N-1  SCROLL CAPS | NUM | Capture | Print echo

To start a work session and enable messages sending, it’s mandatory to perform Authentication process. To do
this, you must start the Authenticate operations. Press 2’ from main menu:
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File Edit View Call Transfer Help

>>Create Autentication task ... wait
Client request Server authentication
Client —--> reset AC70 to configure state
Client generate AES autentication key-A RFC3394 wrapped
Configure wrapping key
Generate RES key
Get AES key wrapped
AES key done!

Client encrypting with Public KEY!
Get public key
Set public key for encryption
Encrypt data ...
encryption done!!

==xx Ycomm not connected or Man-In-The-Middle inactive!'!
=xx Message sent directly to receiver

Server receive encrypted data

Decrypt data ...
decrvption done'!
Server ——> reset AC/@ to configure state

Connected 00.04.30 ANSIW 1152008-N-1  SCROLL CAPS | NUM | Capture | Print echo

when Authentication ends

40
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IFiIe Edit View Call Transfer Help

=== Message sent directly to receiver
Client receive encryvpted data

Decrypt data ...
decryption done!!
Session AES key received from server, set as Client session key
Get public key

Set public key for encryption

Encrvpt data ...

encryption done!!
Client encrypt AES session key and resent it to server for feedback

=xx Ycomm not connected or Han—-In-The-Middle inactive!!
=xx Message sent directly to receiver

Server receive encrypted data

Decrypt data ...
decryption donet!
Server receive from client RES session key feedbaack. Check 1t!
Client and Server autentication success! Go to connected state!
End autentication tasks, restart other taskst!!

Sl e - =

Connected 00.06.28 ANSIW 115200 8-N-1 SmiLL CAPS | NUM | Capture | Print echo

» afew messages are exchanged between the Server and Client tasks, and the messages are shown on the Babylon
terminal as soon as the messages arrives and start from each task.

* by default the “Man-In-The-Middle” is INACTIVE; you can see the status of each actor (Babylon and “Man-
In-The-Middle”) on the top of the menu display.

* here below an example of Babylon state when Authentication success

2.2. Document references 41



Serizll_ A70CM Documentation, Release 0

File Edit View Call Transfer Help

A7ACH Babylon (reﬂﬂse 1.08.0) interactive menu Ita—ﬂlone moe
Settings: [AES length = 1281| Encrypting type = UNSIGHED
Connection Status = AUTENTICATED Jand CONNECTED | Verbose mode = normal

1 - Configuration menu

2 — Authentication process
3 - Send Message

M - This menu

{type 'm’ to return to main menu)
>>

Connected 00.09.22 ANSIW 115200 8-N-1 | 5CROLL | CAPS | NUM | Capture | Print echo

When INACTIVE, no messages are sent to “Man-In-The-Middle” task. It will be ignored.
¢ The “Man-in-the-middle” go to the ACTIVE state when you select how it works, as:
— transparent, doing nothing on the messages.

— interactive change mode: when a message is received, the “Man-in-the-middle”, the message is stored
in the “Man-In-The-Middle” buffer waiting action made using the menu.

— automatic change mode: when a message is received by the “Man-in-the-middle” it is changes based
on the change type selected.

¢ When the “Change’ mode is active (either interactive or automatic), the message is modified based on the selection made

0, set no change

1, change by XORing some characters with a specified character string

2, change by changing some characters with a specified character string

When in “automatic mode” selected, any incoming message is changed and sent to the destination

When in “interactive mode” (key ‘3’ toggle this mode ), the message is stored, waiting for the “Man-
In-The-Middle” operator to decide what to do with the message, The message is sent when the action
is defined, and “CR” is pressed.

Sendig messages

Available only when Babylon is in “Authenticated and connected state”. See image below
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€ b B BE BE BEBERE BE BE -BERE BE BE-BERE BE BE-BERE BE BEBERE BE BE-BERE BE BE-BERE BE BE-BERE BE BE-BECRE BE RE MR BE M

A70CH Babylon (release 1.0.0) interactive menu
Settings: AES length = 128 | Encrvpting type =
Connection Status = AUTENTICATED and CONNECTED

The demo can start by leaving the “Man-In-The-Middle” inactive (default after reset). After autentication process ends
succesfully, by selecting to send a message:

¢ select ‘3’ on the “Babylon main menu”

* write an ascii string

* when the “return” key is pressed, the message is encrypted and sent by Babylon Server tesk; received, decrypted
by Babylon Client task and shown on the Babylon terminal.

File Edit View Call Transfer Help

b BEE B R BE BB R BE BB R BE B BE R BE B MW BE B MW BE BB W BE BB W E MM W E B W E B W E B W E B M E MM W E B M E MMM MMM

AC7OM send string Server——>Client
Type string {MAX 64 chars) and hit EMTER when finish
String = Hello Horld!
Server sending message <Hello YHorld!>, length=12
Server encrypting message <Hello World!> length=12 mode=0
AC7@ encryption task

Set AES wrapped key

Encrypt _
Create encryption context

Connected 00.16.16 ANSIW 115200 8-N-1  SCROLL CAPS | NUM | Capture | Print echo
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File Edit View Call Transfer Help

Encrypt

Create encryption context

Close encryption context
=xx Encryption end

Attempt to send message ... wait!

=xx Ycomm not connected or Man-In-The-Middle inactive!!
=xx Message sent directly to receiver

Client receive encrypted data

AC70 decryption task
Set AES wrapped key
Decrypt
Create decryption context
Close decryption context
Decryption end

Client received message: len=12
Hello World!

{tupe 'm’ to return to main menu)
>

Connected 00.17.24 ANSIW 115200 8-N-1 | SCROLL | CAPS |NUM | Capture | Print echo

Then, the “Man-In-The-Middle” can be activated, pressing ‘3’ on its menu.

When a message is sent from Babylon Server task, the message is now received and shown on the
“Man-In-The-Middle” terminal.

Pressing Return, the received message is sent with no modification to Babylon Client task and shown on the Babylon
terminal.

The message can also be changed by the “Man-In-The-Middle” and the result is shown on the Babylon terminal.
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Ll COM13_115200 - HyperTerminal = =
File Edit View Call Transfer Help
D &3 D

P B B BE P NE B N BE R BEBE BE I BE N BE PN BN BE N BB N IE BN B BE N IE B DE N IE B E B N IE N IE B M DE N IE B E B BE N B MW

AC7OM send string Server-—>Client

Type string (MAX 64 chars) and hit ENTER when finish
String = Hello Yorld!

Server sending message <Hello World!>, length=12

Server encrypting message <Hello World!> length=12 mode=0
AC7@ encryption task
Set AES wrapped key
Encrypt
Create encryption context
Close encryption context
=xx Fncryption end

MAN-TIN-THE-MIDDLE intercepting!!
INTERACTIVE mode! Man-In-The-Middle waiting setting!

[ﬁttempt to send message ... wait!

File Edit VYiew Call Transfer Help
DS ®3 D&

set Transparent

set KOR change

set HEX string SUBST

TOGGLE INTERACTIVE mode

I - return to inactive mode

>>Man-In-The-Hiddle intercept message:

0x71 Bxb8 0x13 0xfb BOxal Oxcf Oxad Ox2T 0xb4 0x76 Bxbd 0x07 0x90 Oxal 0x3b 0xb?2
Bx28 Bxch Bufb Bxet Bud? Bx26 0x87 Ox3e Bxc? Ox8b Bx76 Oxdd Bxf2 Bxe? Bx8c Bx6b
OxhS Bx16 Ox64 0x48 Oxd? 0269 Oxbib Oxed 0299 Oxab Bxio Ox2e Bx27 Oxaa Ox6T 0x18
Bxed Bxcl Bxo? Bxcbh Bxlc Bx26 Bxa%9 Ox81 Bxl14 0x96 Bx48 Oxa%9 Bxdd 0x04 Bx0b Bx67
0x20 BxSc Ox3c Bxf1l Ox97 0x48 Oxef Ox4f Oxle 0x11 Bxb2 Oxdf Oxf4 BOxcb Bxc? 0x0e
Bx2e Bx8e Buel Bxde Bx88 Bxf8 Ox89 Ox11 Bx9% Oxic Bxdo Bxla Bxfl Braa Bx80 Bxcd
0x9d Bxab O0xBc 0x00 0x93 0234 Oxa? Oxae 0x76 0x23 Bx14 Oxb9 0x83 0x3d 0x48 Ox4f
Bx3f BxoT Bufd Bx2b Bxb8 Bx87 Bx3b Ox0c Bxb6 Ox06 Bxch Oxbe Bxc? Bxc8 Bx27 Bxbc

PN
[ |

/IMan-In-The-Middle configuration menu

INTERACTIVE MODE = ENRBLE | Change mode = TRANSPARENT
no string

0 - set Transparent

1 - set HOR change

2 — set HEX string SUBST

3 - TOGGLE INTERACTIVE mode

I - return to 1nactive mode

S o :

Connected 00.26.25 ANSIW 115200 8-M-1 NUM

Hardware setup LAN mode

All functionality described in this paragraph can be performed using Babylon firmware compiled for LAN mode.
Because Server and Client are on two separate board, each one has to be programmed compiling firmware with
its own defines Operation mode macros
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Before use the application firmware, you must connect 2 SerizIl, each with its own Babylon board, as in figure below
B
I|

SERIZ Il - ACTOM

When connected, you have 3 serial ports.
¢ two VCOMM port (need FTDI drivers) using FDTI, one from each SerizII.
* one VCOMM port (need a CDC driver) being implemented on the USB of the LPC435X on SerizII Server
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File Action View Help
e @ Hm 8
4 ﬂ Abele

[ ﬂ Audio inputs and cutputs
[ 3 Batteries

[ 9 Bluetooth

1 1% Computer

I» — Disk drives

i B, Display adapters

[> % Human Interface Devices

I g IDE ATA/ATAPI controllers

i 55 Imaging devices

[> I? Jungo

[» &= Keyboards

[ ﬁ Mice and other pointing devices

[ g Monitors

[ I? Metwork adapters

i |[5 Other devices

4 "F Ports (COM & LPT)
’? Communications Port (COMA43)
@ USE Serial Port (COM13)
@ USE Serial Port (COME)

[ @ Print queues

[ R Processors

b || Software devices

[> iﬂ Sound, video and game controllers

P c— Storage controllers

. fBll Suctem devices

The serizIl which will show on the display ‘“Babylon IP client” has only a single USB VCOMM connected to the
mini USB (this port will use FTDI driver) and show a Client menu interface;
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SERIZ Il - AC70M

LPC4350 { M4 ) based
- M4 core 204MHz max
- M0-code 204MHz max
- 264kB on-chip SRAM
- Running qgear SPIFI

B tion add-on

IP CLIENT mode
. e-amd-ETicrypted exchange
- Authentication example

- Server to Client plain text sending

The serizIl which will show on the display “Babylon IP server’ has two USB connected, the Mini port is the Server
menu interface (this port will use FTDI driver), and a micro USB which is connected to the “Man-in-the-middle”
process (this port will need a CDC driver);

{ M4 ) based
e 204MHz max
o 204MHz max
- on-chip SRAM
- Running gaer SPIFI

- Hrentication add-on
P SERVER mode
- AT e

EIHrENE enciypled exchange
Authentication example
- Server to Client plain text sending

| ; MANIN-THE-MIDDLE simulator

e S S ——

Man-In-The-Middle « SERVER TERMINAL
Vcomm

All ports work at 115200,n,8,1 no handshake.
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Open 2 terminal instances, one for each VCOMM connected to the MINI USB (FDTT). There VCOMM are immediate
active as soon as the powered on.

The VCOMM connected to the Micro USB is activated only after the Babylon Server SerizII has completed its initial-
ization; wait to open this port till the SerizII has completed initialization (about 10" after power on).

On both instance connected to the IP Server and IP Client, after the initialization is complete, the A70CM main menu
will be displayed
] COMB6_115200 - HyperTerminal

{ File Edt View Call Tiansfer Help
D @5 DB &

A70CHM Babylon (release 1.0.8) interactive menu | IP Client mode
Settings: AES length = NO KEY! | Encrypting type = UNSIGNED
Connection $tatus = NO AUTENTICATE | Verbose mode = normal

1 - Configuration menu
2 - Authentication process

a - %ﬁr.‘d Message File Edit View Call Transfer Help
~ This menu = =
D& &3 DH &
{type 'm’ to return to main menu} ~
>>

Man-In-The-Middle configuration menu

INTERACTIVE MODE = DISABLE | Change mode = INACTIVE
no string

set Transparent

set XOR change

set HEX string SUBST

TOGGLE INTERACTIVE mode

return to inactive mode

(] COM13_115200 - HyperTerminal
File Edit View Call Transfer Help

(a2 B 0B

VDN ®
~

A70CH Babylon (release 1.0.0) interactive menu | IP Server mode
Settings: AES length = NO KEY! | Encrypting type = UNSIGNED
Connection Status = NO AUTENTICATE | Verbose mode = normal

1 - Configuration menu

2 - Authentication process
3 - Send Message

H - This menu

(type 'm’ to return to main menu}
»

Connected 00.03.30 Auto detect 115200 &-N-1

Connected 00.02.48 ANSIW 115200 8-N-1 NUM

More about firmware

In this chapter you can find a flow of main functionallity of Babylon A70CM firmware. The description is referred to
Stand-Alone operation mode.

For LAN mode, remember that Server and Client are two separate boards

ATHENTICATION PROCESS

First of all, you must open a work session by performing Authentication Process (First steps)
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Serizll Babylon

‘ A70/1 | [ Servertask} | Man-In-The-Middle

[ Client task J A70f2

Generate AES keyA
_ Get KeyA RFC3394 wrapped

Encrypt KeyA
b =) Send message to server
Decrypt with private key | .
Generate AES keyB
Get KeyB RFC3394 wrapped
_ _Encrypt KeyA’ + KeyB
Send message to client—") il
e Decrypt with private key

Client Task performs:
Check KeyA integrity
Server Autenticated

Encrvpt KevA + Kevb’

4

— Send message to senrer

&

i Decrypt with private key N

Server task performs:
Check KeyB integrity
Client Autenticated

Generate AES Session Key

Get Key RFC3394 wrapped
__Encrypt Session Key

A 4

Send messaqe to client —" ]
= _ Decrypt with private key

»

Client task perform:
Store Session Key

Encrypt Session Key

Send messaqe to senver

1
+)

A

Decrypt with private key

Server task perform:

Check Session Key integrity

Open work session

Store Session Key
otherise

Cancel Session Key

Session non valid

ALL ENCRYPTION ARE MADE BY RSA PUBLIC KEY

Important:

The “gray flag” means Man-In-The-Middle activity:
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- if active,it intercept message and perform actions as your settings
- if inactive, it is skipped and messages comes out directly

Step by step description of authentication process

1. Client task generate one authentication KeyA wrapped with RFC3394 algo

2. Client task encrypt the KeyA with your RSA Public key, then send to Server

.. 2.1 If Man-In-The-Middle is active, the intercept message and perform actions as your settings

3. Server task receive the message, decrypt it, generate a second AES session KeyB also wrapped

4. Server task attach KeyB to the incoming message, encrypt with your RSA Public key, then send to Client task
.. 4.1 If Man-In-The-Middle is active, the intercept message and perform actions as your settings

5. Client task decrypt incoming message, check KeyA integrity; if ok, Server is authenticated.

6. Client task encrypt message as is with your RSA Public key, then feedback to Server task

.. 6.1 If Man-In-The-Middle is active, the intercept message and perform actions as your settings

7. Server task receive the message, decrypt it, check KeyB integrity; if OK, Client is authenticated

8. Server task generate a new AES key (session key), encrypt with your RSA Public key and send to Client task
.. 8.1 If Man-In-The-Middle is active, the intercept message and perform actions as your settings

9. Client task decrypt incoming message, store session Key as received from Server task

10. Client task encrypt session Key as is with your RSA Public key, then feedback to Server task

.. 10.1 If Man-In-The-Middle is active, the intercept message and perform actions as your settings

11. Server task decrypt incoming message, chek session key integrity; if OK, a valid work session is opened.

SENDING/RECEIVENG MESSAGES

After typing ‘3’ on the main menu of Server, sending mode is entered

2.2. Document references 51



Serizll_ A70CM Documentation, Release 0

Serizll Babylon

‘ A70/1 ‘ Server task ] ‘ Man-ln—The-Middle} ‘ Client task } A70/2

Server Host:
\ifait for plain text

Server Host:

If signed mode,
fill msg 65-108 fixed data
generate SHA1 of first 108b
store SHA1 in last 20b of msg

Encrypt SessionKey

Send message to client E'—“I

| Decrypt with SessionKey

Client task performs:
Show msg on terminal

Client task performs:
If signed mode,
generate SHA1 of first 108b
Check SHA1 with last 20b of msg
If not match
Show on terminal “msg corrupted”

Important:

The ‘“‘gray flag” means Man-In-The-Middle activity:
- if active,it intercept message and perform actions as your settings
- if inactive, it is skipped and messages comes out directly

Step by step description of sending messages

1. Server task wait for plain text input(max length 64)

2. if signed, Server task generate SHA1 signature and store in last 20 bytes of message

3. Server task encrypt message with AES session key.

.. 3.1 If Man-In-The-Middle is active, the intercept message and perform actions as your settings

4. Client task decrypt incoming message with AES session key

5. if signed, Client task extract last 20 bytes of message, then generate SHA1 signature of remaining bytes
6. Client task show decrypted message on terminal.

7. if signed, Client task compare your own SHA1 signature with that just received from Server task

8. If sighature don’t match, Client task show on terminal “message corrupted”

Note:

- It assumes that both AC70 are same RSA certificate inside (the demo will use default NXP)
- All messages are 128 byte fixed length
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- Plain text is stored on first 64 bytes of messages. All unused bytes are filled with fixed pattern (except for last
20 if signed message)

- KeyA, KeyB, Session Key are stored at fixed position of the message. Both server and client know the relative
position.

WORKING WITH LAN

LAN operation mode of firmware has Server and Client on two separate SerizIl board. All messages (even authenti-
cation than user’s text) are exchanged using UDP. For correct setup, see Hardware setup LAN mode

LAN AUTENTICATION

Lan Authentication will start automatically from Babylon IP CLIENT, by typing ‘2’ from main menu. Before this,
you must set key lengh in Client configuration sub menu. Type ‘1’ from main menu, then select ‘1’ for 128, ‘2’ for
256

After this, to start a work session, both Server and Client must be in the Authenticate state.
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Serizll SERVER side Serizll Client side
A70 [ HOST { Man-In-The-Middle } HOST A70
Generate AES keyA

_ Get KeyA RFC3394 vrapped

Encrvnt KevA

d »

“— _ Send messane to server
o A
EAN

(T

Decrypt with private key
Generate AES keyB
Get KeyB RFC3394 wrapped,;

Encrypt KeyA’ + KeyB

=8

— Send mes-sage to client
[:'—'] LA _Decrypt with private key

EAN

Client Host
Check KeyA integrity
Server Autenticated

__Encrvpt KevA + KevB’

4

~— 1, Send meésduetosemer
=" ¥ o

A

(1

Decrypt with private key GAN

Server Host:
Check KeyB integrity
Client Autenticated

Generate AES Session Key

Get Key RFC3394 wrapped
__Encrypt Session Key

) Send meélséﬁe to client
— LHN _Decrypt with private key

Client Host
Store Session Key

>

| Encrvpt Session Kev

—)Send messaue to server

A

Decrypt with private key " LPN

Server Host:

Check Session Key integrity

Open work session

Store Session Key
otherwise

Cancel Session Key

Session non valid

LAN MESSAGE

User’s plain text mesages are exchanged using this flow To send plain text, type ‘3’ from Babylon IP SERVER.
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Serizll SERVER side Serizll Client side
A70 HOST {Man-ln-The—MiddleJ HOST A70
Server Host:
Wit for plain text
Server Host:
If signed mode,

fill msg 65-108 fixed data
generate SHA1 of first 108
store SHA1 in last 20b of msg

Encrypt msg with SessionKe!

— Send mess’;mg to client

=I:_,_I i Decrypt with Session Key
Client Host:
Show msg on terminal
Client Host:
If signed mode,

generate SHA1 of first 108b
Check SHA1 with last 20b of msg
If not match

Show on terminal “msg corrupted”

2.2. Document references 55



Serizll_ A70CM Documentation, Release 0

56 Chapter 2. INTRODUCTION



Index

F

flow, 49

index, 3

P

patch, 20
PrjFiles, 27

Q

gs, 5

U

using, 32

57



	NXP Secure Authentication Microcontroller A70CM
	INTRODUCTION
	Developement tools
	Document references


